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Adapting to survive
After earning a toxic reputation for indiscriminate violence in Afghanistan and Iraq, private security contractors - and their employers -

are being forced to react to a new regulatory environment. James Hardy reports

The ethical risks of handing lethal force to for-profit organisations have been well known and well articulated since the darkest days of

the Iraqi insurgency. The 2007 Nisoor Square massacre involving private security contractors (PSCs) from Blackwater was a turning

point: in December 2011 Chief Executive Officer Ted Wright told the Wall Street Journal he wanted Academi, as Blackwater is now

known, to project a "boring" image that would "stress the company's focus on regulatory compliance and contract management".

Private contractors continue to provide security for US officials in Iraq. (PA Photos)
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In 2010, British Major General Nick Carter admitted that "contracting out everything to the civilian market" in Afghanistan had created a

"culture of impunity" around PSCs that bred corruption, instability and violence and undermined the authority of government forces.

However, the use of PSCs is part of a larger trend: in recent years the United States has developed a dependence on logistics, supply,

communications, maintenance and construction contractors to wage its wars. The Congressional Research Service (CRS) notes that in

the "three largest military operations of the past 15 years ... contractors have comprised approximately 50 per cent of the Department of

Defense's [DoD's] combined contractor and uniformed personnel workforce".

Advocates say that of these contractors, PSCs are particularly vital, providing policymakers and commanders with operational flexibility

and acting as a force multiplier by taking over static and convoy security, security escorts and personal security details for civilian
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personnel and VIPs. "In some cases, security contractors may possess unique skills that the government workforce lacks," the CRS'

Moshe Schwartz wrote in a May 2011 report titled 'The Department of Defense's Use of Private Security Contractors in Afghanistan and

Iraq: Background, Analysis, and Options for Congress'. "For example, local nationals hired by US government agencies working

overseas may provide critical knowledge of the terrain, culture and language of the region."

This may be true, but it comes at a risk. Writing in the Journal of National Security Law & Policy , Steven Schooner and Collin Swan

note that one result of a "blended workforce" of US troops with private contractors "is that contractors are dying alongside - or in the

place of - soldiers at unprecedented and (arguably) alarming rates". Politically, this helps governments maintain public support for

military operations. "Specifically, an inverse relationship exists between the number of military deaths and public support. Economists

have dubbed this the 'casualty sensitivity' effect," Schooner and Swan write. With rare exceptions, PSC casualties do not receive the

same scrutiny as military casualties.

In addition, PSCs have faced intense media and political scrutiny that is forcing them to change the way they work. The Montreux

Document, a voluntary code of conduct that the International Red Cross promulgated with support from the Swiss government and

United Nations in 2008, has been signed by the majority of the countries that most use PMCs. It is, however, merely a reference for

good practice and benchmarking.

Industry groups representing the PSCs regularly lobby for a regulatory framework, as a July 2012 report by the Centre for European

Studies - entitled 'Contracting out to Private Military and Security Companies' - noted. "This is something that most PSCs demand too in

anticipation that their legitimacy will be entrenched," the report said.

Officials in Brussels told IHS Jane's that the issue of PSCs was "too close to national defence policy" for the EU to deal with. "The

subject is still too sensitive in many capitals to tackle with a European approach," a diplomat said.

In the US, the DoD issued a directive: 'PSCs Operating in Contingency Operations', which has been lauded for moderating PSCs' worst

excesses. According to the CRS the Pentagon has also "actively participated in international efforts to develop a code of conduct for

PSCs".

Foreign private security contractors in Iraq, seen here in 2005, faced much greater scrutiny following the 2007 Nisoor Square massacre. (PA Photos)
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PSCs are also looking to evolve as the US winds up its military involvement in Iraq and Afghanistan. Iraq in particular has seen a major

drop-off in numbers despite a large State Department presence. At their peak in June 2009, 15,279 PSCs worked for the US DoD in

Iraq. By March 2011 that figure had fallen to 9,207 personnel and as of 31 March 2012 the number was 3,577, Schwartz told IHS

Jane's . Of these, "some... may be contracted under the DoD but are supporting the State Department under the transition", he added.

Afghan surge

From 2009 to 2011 Afghanistan saw a tripling in the number of DoD-employed PSCs, an increase that matched US President Barack

Obama's military 'surge'. In March 2011, 18,971 PSC personnel were working for the DoD, "the highest number since DoD started

tracking the data in September 2007", Schwartz said.

Fearing a political backlash against PSCs - or as some critics see it, exploiting an opportunity to create a new revenue stream - in

August 2010 Afghan President Hamid Karzai announced Presidential Decree 62, named 'Dissolution of Private Security Companies',

which disbanded some PSCs and allowed others' licences to run out.

This was a move that risked undermining International Security Assistance Force (ISAF) operations in the country; however, by March

2011 the international community had extracted a number of concessions from the Karzai government. A 'bridging strategy' published

that month, covering the fate of PSCs in Afghanistan, saw private contractors replaced with the Afghan Public Protection Force (APPF),

a guard force run by the Afghan Ministry of the Interior. For PSCs that want to stay in the country, the bridging strategy established risk

management companies (RMCs), which do "not provide security services in the same manner as PSCs... but provide security advice

and expertise to companies doing business in Afghanistan", according to the APPF. "In addition to advising their clients, they will

provide on-site training, advising and mentoring to the APPF guards."

Realities on the ground have forced a number of extensions and exceptions to the new policy. ISAF can use PSCs for base and

construction security through to March 2013 and diplomatic staff and organisations are also exempt from the ban. Other foreign

agencies, such as the US Agency for International Development (USAID) and the US DoD, are operating on the principle that any

replacement of PSCs with APPF personnel will be 'conditions-based' - conditions that so far have not been met in many cases. In

March 2012 the Special Inspector General for Afghanistan Reconstruction (SIGAR), created by the US Congress to monitor and audit

US aid to Afghanistan, warned of a "number of concerns regarding the transition to the APPF".

"The rushed approach we observed to establish agreements with the APPF and the Risk Management Companies compelled us to

develop this alert," acting SIGAR chief Stephen Trent wrote.

"Implementing partners and US government officials have raised concerns about the ability of the APPF to assume responsibility for all

security services for reconstruction and development activities," the SIGAR alert noted, adding that a September 2011 assessment of

the APPF found that it "did not show adequate competency in six essential tasks and met standards for only 46 of the 166 transition-

readiness areas. A second assessment was conducted in December 2011, but has not been released."

As well as highlighting deep scepticism about the APPF's operational capabilities, SIGAR and other government sources say using the

force will increase the cost of security by at least 20 per cent. One source suggested that although the system was ostensibly put in

place to regulate foreign PSCs and strengthen Afghan sovereignty in the security sphere, in reality the international community was

being exposed to little more than an extortion racket. "In essence, we are paying the Afghan government for the privilege of paying for

security so we can fund and rebuild their country," the source said.

"[They are saying:] pay us so you can pay for security so you can fund our rebuilding. If I were cynical, I would say that Al Capone had

nothing on these guys."
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Afghanistan has become a testbed for the future of private security contractors. (PA Photos)
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Others would say that this element of the APPF system is merely building on existing practice. "Given the kind of conflict that

Afghanistan is, the strategy is often to hire locally to provide security," said Schwartz. "If you are building a road through a region, there

is sometimes a tendency to hire from the local village to provide the security, and when the road moves to the next region, to hire locals

from that region."

While Schwartz accepted that some believe this may be pandering to potential extortion, he added: "I think other people prefer to

articulate this as getting local 'buy in' so the [local population] feels the need to protect the road and so on."

From PSC to RMC

Although PSCs have been abolished, the opportunity to be relicensed as RMCs has been embraced by some foreign companies that

operate in Afghanistan. UK-based Pilgrims Group, which - among other roles - has provided hostile environment training to IHS Jane's

and UK Foreign Office staff, decided that after providing the traditional services of a PSC in Afghanistan for 10 years, it was "very well

placed to make the transition to RMC", said Richard Lovell-Knight, the group's senior operations manager.

"In June 2011 we set up our new company so that its constitution and business model were as close as possible to that required under

the decree post-March 2012. RMCs have had to make significant investments to become licensed, and we expect them to have a long

future in Afghanistan," Lovell-Knight told IHS Jane's . "Pilgrims has invested not only in the mandatory USD440,000 bank guarantee

bonds and the USD120,000 licence fee, but has also set up a new HQ with new local national and expat staff and has bought or rented

a significant amount of equipment and vehicles."

"We were - and remain - 'under the radar' in terms of overt security as much of the world recognises and often dislikes it," he added

"We have always relied considerably on support and advice from our local national staff and contacts, reflecting our own 'Afghanistan

First' policy. So, transitioning to an official RMC under the new decree was a natural and straightforward step for us to take."

Although Pilgrims Group and other traditional security contractors have been forced to redefine their roles in Afghanistan, unmanned
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technology and intelligence, surveillance and reconnaissance (ISR) providers continue to expand their operations with the US

government in ways that bypass local Afghan government scrutiny.

Pilgrims Group has registered as a risk management company in Afghanistan, allowing it to take on security contracts in the country. (Pilgrims Group)
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Most ISR missions in Afghanistan that use contractor-owned, contractor-operated (COCO) platforms are classified. At the 2012

Farnborough Airshow, however, AAI Corporation officials revealed that the company was preparing to operate its Aerosonde 4.7G

unmanned aircraft system (UAS) for the US Navy and US Special Operations Command at 11 sites in the country by the end of 2012.

Under both contracts AAI will own the systems and provide an end-to-end capability, with all aspects of the UAS's operation conducted

by company employees under the supervision and direction of military personnel.
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It is not the first publicly revealed COCO ISR mission: from 2009 to 2010 Qinetiq and Aeronautics Defense Systems ran Project Lintel

for the Dutch military, maintaining and flying Aerostar unmanned aerial vehicles (UAVs) out of a forward operating base in Tarin Kowt,

and in June 2007 the UK Ministry of Defence (MoD) signed a lease with UAV Tactical Systems Ltd (U-TacS - a Thales UK/Elbit

Systems joint venture) under which it would supply a number of Hermes 450 UAVs to support British Army operations in Iraq and

Afghanistan. A Thales spokesperson characterised this deal as being "by the hour" and involving U-TacS in launch, recovery and

maintenance.

Elsewhere, Boeing Australia and Israel's Aeronautics Defense Systems (ADS) have provided contracted UAV surveillance services to

their respective militaries. In the first instance, Boeing Australia provided ScanEagle UAV 'services' in support of Australian Army

operations in Afghanistan and Iraq.

Meanwhile, Lockheed Martin recently agreed to provide its Airborne Multi-Intelligence Laboratory (AML) ISR platform to the Italian Air

Force under a COCO deal that reportedly replicates confidential agreements that other manufacturers have signed with NATO-led

counter-improvised explosive device (IED) programmes in Afghanistan.

Another example of developments in this field is the US Marine Corps' government-owned, contractor-operated (GOCO) unmanned lift

programme, under which Lockheed Martin has been operating two Kaman K-MAX unmanned helicopters in southern Afghanistan since

December 2011. Notably, none of these projects is kinetic - and the possibility of contractors operating armed UASs seems remote in

the current political environment.

Weapons confiscated from Afghan private security companies following the announcement of Presidential Decree 62 in 2010. (PA Photos)

1454180

As Alex Chitty reports below, private contractors also continue to find opportunities in counter-narcotics and other "transnational

threats". Other companies are looking to the high seas for new opportunities, with anti-piracy operations a particular area of growth.

According to International Maritime Organisation (IMO) figures for 2011, 45 vessels were hijacked, 802 crew members were taken

hostage and an average hijack lasted seven months. The shipping industry's requirement for "privately contracted armed security

personnel onboard vessels ... has grown hugely in the past two years", said Steven Jones, maritime director at the Security Association
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for the Maritime Industry (SAMI). "The operations have changed to reflect the growing body of best practice and experience which has

been gained. People have wised up, and the entire logistical chain to make armed guarding possible has evolved and improved."

SAMI has 167 member companies from 34 countries, "the majority of which are involved in armed guarding operations in the Gulf of

Aden", said Jones, who estimated that between 51 per cent and 55 per cent of higher risk vessel transits were using PSCs in 2011,

meaning around 14,000 PSC transits of the Gulf of Aden in 2011.

Jones argues that the "growing awareness and sophistication of shipowners has meant there is increasingly less wriggle room for

disreputable companies", and points to a number of IMO and International Organisation for Standardisation (ISO) regulations that are

being worked up to apply to maritime security contractors. He also cites SAMI "operational spot checks" on members that will "check

embarked teams ... examining what private maritime security companies say they do, and then checking that they actually do it".

However, doubts remain about the advisability of putting armed guards on merchant shipping. "There is a recognition that the increased

use of armed security personnel brings with it risks of escalated violence and danger to life," Chris Trelawny, senior deputy director at

the IMO's Maritime Safety Committee, told IHS Fairplay. "We want to ensure that the right people are used and the right procedures are

gone through before they are deployed."

Kevin Doherty, president of Virginia-based security contractor Nexus Consulting, argues that more regulation is not needed - just more

responsibility. "There are a myriad of laws and regulations which govern maritime security firms, and an equal number of governing

standards," he told IHS Jane's . "The point is that there isn't a void of governance, there is a void of understanding and a void of

acceptance of responsibility."
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Maritime security is seen as a stable growth area by PSCs. (Nexus Consulting)
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Doherty argues that "piracy transcends… [it] has been around since commerce has taken to the seas, and will continue. While the

attacks from Somali pirates has declined this year, the number of reported attacks worldwide has exponentially increased."

As a result, he believes that "shipping firms with vision … will factor in security at the earliest stages of their business model planning,

and be well positioned to compete globally".

Ethics in the dock

What is clear is the privatisation of warfare and security remains as contentious now as it was at the height of the Iraq occupation-era

Blackwater scandals. Many politicians and most of the public in the West remain deeply uncomfortable about the ethics of

subcontracting military force to for-profit organisations.

PSCs seem to recognise this. Although the growing threat of piracy may be pushing maritime security companies towards developing a

more aggressive operational doctrine, Pilgrims Group's Lovell-Knight says that on dry land the trend towards a less kinetic and more

advisory role is one that will spread beyond just Afghanistan.
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"We already see the evidence in hostile environments including Iraq, Nigeria, and Libya, where governments reject the idea of armed

foreign security forces operating unregulated in their territories," Lovell-Knight said.

"The future, in my judgment, belongs to foreign security companies who recognise the trend and are able to embed themselves into

their clients' operations, assessing and managing their risks, and giving maximum opportunity to local national staff and companies to

develop and prosper, while benefiting from the foreign companies' international experience, expertise and global contacts."

James Hardy is JDW Asia-Pacific Editor, based in London

PRIVATE MILITARY CONTRACTORS AND THE WAR ON DRUGSSince the mid-1990s private military contractors (PMCs) working for the US

government have helped the international fight against the illegal drugs trade. From the aerial eradication of Colombian cocaine crops to police training

in Afghanistan, private contractors have worked alongside US and foreign militaries to counter an industry that successive administrations have viewed

as a national security threat.

Spending on PMCs with a drug control mandate has, since 2007, been dominated by the DoD's Counter Narco-Terrorism Program Office (CNTPO).

Working under the Pentagon's Special Operations Low-Intensity Conflict Directorate, since its founding in 1995 the CNTPO has disbursed USD4.3

billion to firms including DynCorp International, US Training Centre (a subsidiary of Blackwater, now Academi), ARINC, Lockheed Martin, Raytheon

and Northrop Grumman.

As contracts granted in 2007 draw to a close, the CNTPO is preparing to expand its activities. On 23 August it will begin a second five-year round of

funding for security firms with a diverse set of requirements, each aimed at combating a "convergence of transnational threats": elements of the global

narcotics trade linked to terrorism, arms trafficking and money laundering.

The tasks outlined for the upcoming funding round are broad, both in geographic scope and areas of required expertise. Training operations, for which

a budget ceiling of USD975 million is to be allocated, may include training Bell 206 helicopter pilots for Mexico, providing mentors to Afghan customs

officials and training Azerbaijani commandos in combat diving.

Operations and logistics, on which a maximum of USD950 million is to be spent, includes tasks like the provision of airlift services in trans-Saharan

Africa and operating a squadron of General Atomics MQ-9 Reaper UAVs. Other proposed roles fall under command and control and support

categories, which will receive a maximum of USD875 million and USD240 million respectively. The total maximum allocated is USD3.04 billion over

five years.

The CNTPO's plan follows US President Barack Obama's Strategy to Combat Transnational Organized Crime. Unveiled in July 2011 it identifies a

"lethal nexus of organised crime, narco-trafficking and terrorism", wherein funds raised by the production and sale of drugs are used to finance terrorist

activity. The strategy document gives the example of Afghanistan where, according to local reports, drug traffickers and the Taliban "are becoming

indistinguishable".

Using PMCs to fight the drugs trade has been controversial, but supporters claim private firms offer specialised services that conventional forces are

not trained to provide. According to Ashley Burke of DynCorp, a major beneficiary of CNTPO funding: "The private sector will always play an important

support role to supplement government efforts and expertise in international counter-narcotics activities, [offering] experience across disciplines and

nationalities to execute counter-narcotics missions".

Since non-DoD agencies are not capable of providing law enforcement support outside the US, Burke says firms like hers are well-placed to "help

control or stop the flow or generation of narcotics in a cost-efficient manner". At present, according to Burke, DynCorp is engaged in training and

maintenance on "non-standard aircraft in austere environments" under the CNTPO.

An increased reliance on PMCs in the global 'War on Drugs' may reflect a change in the US government's approach to crime, drugs and terrorism

overseas. According to the White House, 29 of the 63 largest drug trafficking organisations worldwide were "associated with terrorist groups" in 2010,

and such linkages are likely to increase.

From the poppy fields of Afghanistan to the skies above Colombia, PMCs may have a vital role to play in the coming years. By improving accountability

and showing clear results, their assertions of being uniquely suited to such specialised work may be borne out.
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